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Logon
Identify - Username

Minimum length 8 6 3 1 5 9 2 2 2 2 3 3 8 1 1 1 1 1 1 8 2 6 1 19 2 4 8 19 19 19 19 19 19 6 6 6 1 19 7 36
Maximum length 8 7 8 256 8 9 256 256 256 256 7 7 256 20 256 256 256 20 20 8 256 8 256 19 32 8 8 9 9 9 9 9 9 8 9 9 7 256 86 36
SFA-Pin Username l l l l l l l l 8
EDNet Username l l l l 4
Other Username l l l l l l l l l l l l l l l l l l l l l l l l l 25

Username - Syntax Rule Features
First Name Initials l l l l l l l l l l l l l l 14
Last Name l l l l l l l l l l l l l l 14
Office Code l l l l l 5
OPEID l l 2
SFA-PIN Username l l l l l l l 7
Numeric Value l l l l l l 6
Free-format l l l l l l l l l l l 11
Two or more data elements l l l l l l l 7
Other l l 2

Authenticate - Password/PIN/Other
Minimum length 8 4 5 1 8 4 1 1 1 1 5 5 5 5 5 5 6 6 5 8 5 4 6 1 4 4 4 4 4 4 1 6 6 1 8 4 33
Maximum length 8 15 8 256 8 6 256 256 256 256 8 8 14 5 5 5 16 16 8 8 8 19 6 6 256 6 6 6 6 6 6 16 9 9 5 256 52 34
SFA - PIN l l l l l l l l 8
Other Password l l l l l l l l l l l l l l l l l l l l l l l l l l l 27
No Password l l 2

Authenticate - Password Syntex and 
Rules

Limited lifetime (days) 60 90 30 30 30 90 90 90 90 30 30 30 30 30 30 120 90 30 120 58 17
Unlimited lifetime l l l l l l l l l l l l l l l l l l 18
Alpha/alphnumeric l l l l l l l l l l l l l l l l l l l l l l l l l l l 27
Numeric Value l l l l l l l l l l 10
Previous password(s) stored l l l l l l l l l 9
Guest account l l l 3
Disable when inactive l l l l l l l l l l l l l l l l l l l l l l l l l 25
Multiple logons l l l 3
Encryption of credentials l l l l l l l l l l l l l l l l l l l l l l l l l l l l l l 30

Username/Password Repository
ODBC database l l l l l l l l l l l l l l l l l 17
RACF l l l l 4
Unix or NT Network l l 2
SFA PIN l l l l l l l l 8
Directory l l 2
Oracle Financials ERP l l l 3
Other l 1

Enrollment Mechanism
COD Enrollment l 1
SAIG Agreement l l 2
Direct Loan Enrollment l l l 3
DMCS Enrollment l l 2
Oracle Financials l l l 3
Jamcracker Provisioning l l 2
SFA PIN Online Registration l l l l l l l 7
Other Online Registration l l l l 4
Other Offline l l l l l l l l 8
Mainframe l l l l 4
VDC Mid-range l l l l l l l l l l l l l 13

Enrollment
Username creation automated l l l l l l l 7
User creates username l l l l l 5
System generated initial password l l l l l l l 7
SFA PIN l l l l l l l l 8
Force to change initial password l l l l l l l l l l l l l l l l l 17

Enrollment Common Data Elements
Last four digits SSN l l l l l l l l l l l l l l l 15
Name (FN, MI, and/or LN) l l l l l l l l l l l l l l l l l l l l l l 22
Telephone Number l l l l l l l l l l l l l l l 15
SFA PIN Online Registration l l l l l l l l 9

User Removal
Average time before removal (hours) 24 24 1 1 1 1 1 72 72 24 24 1 1 24 24 1 1 1 1 1 1 1 1 1 1 1 72 305 12 25
Manually l l l l l l l l l l l l l l l l l l l l l l l l 24
Automated l l l 3

Access Administration
Number of non-student users (000s) 20.0 0.7 4.0 0.1 0.0 3.0 3.0 10.0 0.3 20.0 20.0 20.0 12.0 12.0 5.0 0.3 0.4 21.3 1.0 13.2 0.0 21 166 8 20
Number of student users (millions) 27.3 27.3 27.3 27.3 27.3 27.3 27.3 27 27 191 27 7
User online administration l l l l l l l l l l l l l l l l l 17
Timeout l l l l l l l l l l l l l l l l l l l l l l l l 23
Logout button l l l l l l l l l l l l l l l l l l l l l l l l 24
Concurrent sessions l l l l l l l l l l l l l l l l 16

System Access
Limited by time l l l l l l l l 8
Limited by location l l l 3
Dedicated Access l l l l l l l l l l 10
IVR Access l l l l l l l 7
Web access l l l l l l l l l l l l l l l l l l l l l l l l l l l l l l l l 32

Datacenter
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VDC l l l l l l l l l l l l l l l l l l l l l l l l l l l l l 29
Other l l l l l l l l l l l l l l 14

Infrastructure Hardware/OS
HP (HP-UX) l l l l l l l l l l l l l l l l l l l l l l 22
Sun (Solaris) l l l l l l l l l l l 11
Intel (Windows NT/2K) l l l l l l l l l l l 11
Mainframe (MQ-Series, etc.) l l l l l l 6
Other platform l l 2

Application server
BEA Weblogic l l 2
IBM CICS l l 2
IBM CRS l 1
Websphere l l l l l l l l l l l 11
Siebel l l l l 4
MS NT/Win2000/NET l l l l l l l l 8
Other l l 2

Webserver
MS IIS l l l l l l l l l l 10
IBM HTTP l l l l l l l l l l l 11
Apache l l l 3
iPlanet l l 2

Customer Care
Percentage of calls regarding access 20% 20% 20% 20% 1% 1% 20% 20% 1% 20% 122% 15% 8

Legal
Confidential Data l l l l l l l l l l l l l l l l l l l l l l l l l l l l l l 30
Privacy Act data l l l l l l l l l l l l l l l l l l l l l l l l l l l l l 29
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